IHAMATKA
JJIAA OBYUAIOIIUXCA Ob O®PUILINAJIBHBIX
HUHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOACKH B MHTCPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJBHHUKU
OJIHA W3 CaMbIX aKTHUBHBIX TOJb30Bareield PyHera. Mexay TeMm, TIOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. JTa MaMsITKa JOHKHA TOMOYb
TeOe 0e30MacHO HaXOAUTLCS B CETH.

KoMnborepHbie BUPYCHI
KOMHBIOTCpHBIﬁ Bprc - 9TO pa3HOBI/II[HOCTB KOMHBIOTepHI::IX HpOI‘paMM,

OTJIMYUTETILHOW OCOOCHHOCTBIO KOTOPOHM SIBISETCS CIHOCOOHOCTh K pa3MHOXeHHI0. B
JOTIOJTHEHHE K 9TOMY, BUPYCHI MOTYT IMOBPEIUTh WJIM TIOJHOCTHIO YHUUYTOXKUTH BCE (halIbI
U JIaHHbIE, TOJKOHTPOJBHBIE IMOJB30BATEI0, OT WMEHHM KOTOpOro Oblla 3amylieHa
3apak€HHas MporpaMma, a TaKKe MOBPEIUTh WJIM AK€ YHUUTOXUTH OINEPALMOHHYIO
cucteMy co BcemHu (aiimamu B 1esioM. B OONBIIMHCTBE ClIydyaeB pPacIpOCTPaHSIIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJIOHOCHBIX ITPOTPAMM:

1. Wcnons3yil COBpEMEHHBIE OINEPAIMOHHBIE CHUCTEMBI, MMEIOIINE CEPhE3HBIN YPOBEHb
3alIUThI OT BPEJOHOCHBIX MPOTPaAMM;

2. TlocrossHHO ycTaHaBnWBail madtu (MU@POBBIE 3aIUIATKH, KOTOPbIE ABTOMATHYECKU
YCTAaHABJIMBAIOTCA C LEJTbI0 JOpPaOOTKM MpOrpamMMbl) W Apyrue OOHOBJIEHHS CBOEH
orepannoHHoM cucteMbl. CkaunBail X TOJNBKO ¢ odunmanbHoro caiira pazpadboruuka OC.
Ecnu cymecTByeT pexum aBTOMaTHYECKOTO OOHOBJICHHUS, BKIIOUH €r0;

3. PaGoraii Ha cBOeM KOMIBIOTEpE IOJ MpaBaMH IOJIb30BATelNd, a HE aJMUHUCTpATOpa.
OTO0 HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPAMM HHCTAITUPOBATHCS HA TBOEM
[EPCOHAIBHOM KOMIIBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKTHI M3BECTHBIX MPOU3BOJIUTEINEH, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub HU3NIECKUHN JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIHUIL;

6. Ucnonp3yil BHENIHUE HOcUTENW WH(MOpMAIUKU, Takue Kak (iernka, quck win (aitn u3
MHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBali KOMMBIOTEPHBIE (HaiIbl, TIOMYyYEHHBIE W3 HEHAJCKHBIX HCTOYHHKOB.
Jlaxxe Te (Qaitnbl, KOTOpble TpHUCTIal TBOM 3HAKOMBIN. Jlydle yTouyHM y HETo, OTIPaBIIsII
71 OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BU niepeiaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIh OpeH/I, Mapka. Emie
B 1991 rony nuaepnanackas kommnaHus 3apeructpupoBana Openg "WECA", drto
obo3Havasio  cinoBocoueranue "Wireless Fidelity", koTopblii nepeBOAUTCS  Kak
"GecnpoBoOIHAS TOYHOCTD'".




Jlo Hamiero BpeMeHM Jollia Jpyras a0OpeBuaTypa, KOTOpasl SBISIETCS TaKOM JKe
TexHosioruen. 1o abbOpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JTaHO C HAMEKOM Ha
CTaHJapT BbICHIEH 3BYyKOBOM TexHuku Hi-Fi, uro B mepeBoge o3HayaeT '"BbICOKas
TOYHOCTB'".

Jla, OecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeIsAX W a’pornopTax SIBJISIETCS OTIUYHOUN
BO3MOXKHOCTBIO BbIXOJa B HWHTepHET. HO MHOrme HSKcmepThl CUHMTAIOT, YTO
obmenoctynaeie Wi-Fi ceTu He sBIIsSIIOTCSI 6€30I1aCHBIMU.

CoBeThblI 110 0€30MacHOCTH pabOTHI B 00IIEA0CTYTHBIX ceTsiX Wi-fi:

1. He mnepenaBaii cBoro nuuyHyr HHpopmaiuio uepe3 oOmenoctynHeie Wi-Fi cetn.
Pabotas B HUX, JKeJaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, IOTUHBI U KaKHE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBJISIH aHTUBHPYCHBIC MPOTpaMMbl U OpaHaMayep. Tem caMbIM ThbI
obe3omnacuib ce0s OT 3aKauyKl BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu wucnons3zoBanun Wi-Fi otkmoun @yskiuio "OOmui poctyn Kk daiinam u
npuHTepam". JlaHHas (QyHKUOUS 3aKphiTa 1O YMOJYaHUIO, OJIHAKO HEKOTOphIE
M0JIb30BaTENIM AKTUBUPYIOT €€ JJIs y00CTBa UCIIOIB30BaHUs B paboTe Win yueoe;

4. He ucnonw3yit nyosmunbii WI-FI s mepenaum JUYHBIX JTaHHBIX, HampuMep Jjist
BBIXO/Ia B COLIMAJIBHBIC CETH WJIA B DJICKTPOHHYIO TIOUTY;

5. Ucnonp3yit Tonbko 3amuiieHHoe coenuHenue yepes HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B Mo6uisHOM Tesnedone otkiaroun pyukiuto "Tlonkmouenune k Wi-Fi aBromatuaecku.
He nmomyckaii aBTOMaTH4YeCKOro MOJKIIOYEHUS ycTpoicTBa K ceraM Wi-Fi 6e3 TBoero
COTJIaCHs.

ConajJbHbIC CeTH
COLII/IaJILHBIG CCTHU AKTHUBHO BXOISAT B Hamy KU3Hb, MHOT'HMEC JIFOU pa60Ta}0T nu }KI/IBYT TaM

NOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUIUTHAP]] YETOBEK, YTO SIBISICTCS] OJTHOMN
CeIbMOM BCEX IKUTEJIEW IUIaHEThl. MHOrMe TI0Jb30BaTeId HE ITOHMMAKOT, YTO
uHbopMaIysi, pa3MelleHHAas HWMHU B COIHMAIBHBIX CETAX, MOXET OBbITh HalJeHa H
UCIIOJIb30BaHa K€M yrOJHO, B TOM YKCJIe HE 0053aTEeNIbHO C OJIaruMU HaMEpPEHUSIMU.
OCHOBHBIE COBETHI 110 OE30MIaCHOCTU B COLIMATBHBIX CETAX:

1. Orpannyb cnucok npy3eil. Y TeOs B Ipy3bsiX HE JOIDKHO OBITh CIyYaillHBIX U
HE3HAKOMBIX JIFOCH;

2. 3ammumiail cBOIO YacTHYIO ku3Hb. He ykaswiBail maponm, tenedoHbI, aapeca, aary
TBOETO POXICHHUS U JAPYTYI0 JHYHYIO WHGOPMAIMIO. 3JIO0YMBIIICHHUKH MOTYT
UCIIOIb30BaTh Jaxke HHPOPMAIMIO O TOM, KaK Thl U TBOM POJUTEIH IJIAHUPYETE MPOBECTH
KaHUKYJIbI;

3. 3amumiaii CBOIO PEIyTaIMIO - JSPKH €€ B YMCTOTE W 3a/JaBail ce0e BOMPOC: XOTell Obl
Thl, YTOOBI Jpyrye MoJb30BaTEIU BUIEIH, YTO Thl 3arpyxaeuib? [logymai, npexae yem
YTO-TO ONMyOJIUKOBATh, HAMUCATH U 3aTrPY3UTh;

4. Ecn Thl TOBOPULIB C JIOJBMU, KOTOPBIX HE 3HACUIb, HE UCIOJIb3YH CBOE PEATbHOE UMS
U IPYTYIO TUYHYI0 HHPOPMAIUU: UMSI, MECTO KUTEIILCTBA, MECTO y4eObl U MPOUee;



5. N36erait pasmenienust pororpaduii B Untepuere, riae Tl H300paKeH Ha MECTHOCTH, 110
KOTOPOW MOYKHO ONPENEIIUTH TBOE MECTONOJIOKEHHUE;

6. Ilpu peructpaiuu B COLUAIBLHON CETH HEOOXOIMMO HCIOJIL30BaTh CIOKHBIE MApOJIH,
cocTosiue u3 OykB U U(P U ¢ KOJUYECTBOM 3HAKOB HE MeHee §;

7. Jns conuanbHOM CETH, MOUTHI U APYIHMX CAWTOB HEOOXOJIHMMO HCIOJIb30BaTh Pa3HbIC
naponu. Toraa eciu Te0s B3IOMAIOT, TO 3JOYMBIIUIEHHUKH TOJY4YaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHbIU
DNEeKTpOHHbIE JAEHBIH - 3TO OYEHb YAOOHBIM crmoco0d miuaTexei, OAHAKO CYIIECTBYIOT

MOIIICHHUKH, KOTOPBIC XOTST IMOJTYYUTh ATH JICHBT .
DJEKTPOHHBIC JICHBIM TOSBWJINCH COBCEM HEJAaBHO M WMEHHO H3-3a 3TOI'0 BO MHOTHX
roCy/apcTBax J0 CHUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ske oHM QYHKIIMOHUPYIOT U O HUX Y)KE€ MPOMKUCAHO B 3aKOHE, TJIC X Pa3/eisaioT
Ha HECKOJIbKO BUJOB - aHOHMMHBIC U HE aHOHMMHBIC. Pa3HuUIla B TOM, YTO aHOHWMHBIC -
3TO Te, B KOTOPBIX paspeniacTcs TMPOBOJUTH oOlepanuu 0e3 HASHTU(UKAIIUU
M0JIb30BATENIsA, & B HCAHOHUMHBIX MICHTU(HUKAIUS TT0JIb30BATEIIS SBISICTCS 00s3aTCIIBHOM.
Taxxke ciemayeT pa3inuyarh 3JICKTPOHHBIC (UATHBIC JEHBIH (PaBHBI TOCYJIAPCTBECHHBIM
BaJIFOTaM) M 3JICKTPOHHBIC He(pHaTHBIC ACHBIHM (HE PaBHBI TOCYIaPCTBEHHBIM BAJIFOTaM ).
OCHOBHBIC COBETHI TI0 0€301IaCHOM pabOTe C IJICKTPOHHBIMU JICHbI'AMU:

1. IlpuBsbku K cueTy MOOWJIBHBIA TeleoH. DTO camblil yIOOHBIM U OBICTPBIM CITOCOO
BOCCTaHOBHUTH JOCTYI K cuery. [IpuBs3aHHbIi TernedoH MOMOXKET, eciu 3a0yAellb CBOM
TUTATEXKHBIN Mapoib UK 3aiIellb Ha CAalT C HE3HAKOMOT'O yCTPOICTRA;

2. Ucnonb3yit ogHopa3oBbie maponu. [lociie nmepexona Ha yCUICHHYIO aBTOpU3alUIO TeOe
y’Ke He OyJIeT yrposkaTh OMacHOCTh KPaXKU WUJTU TIepexBaTta MIaTeKHOTO MapoJis;

3. Beibepu cnoxxHbIi mapodb. [IpectynmHukaM OyaeT He TPOCTO yraiaTh CIOKHBIN MapOIIhb.
Hanexxable mapoiu - 9T0 mapoyiv, KOTOphIE CoIepkKaT HE MEHee § 3HAKOB M BKJIIOYAIOT B
ce0sl CTPOYHBIE W MPOMHUCHBIE OYKBBI, ITU(PPHI U HECKOJBKO CHMBOJIOB, TaKMEe KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIIATEIbHBIN 3HaK | T.11. Harmpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIEC TAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJEeKTPOHHAS OYTA

DJIEKTPOHHAs TI0YTa - 3TO TEXHOJIOTHS U MPEJAOCTABISIEMBbIC €0 YCIYTH IO MEePEChUIKE U
MTOJTYYEHHUTO DJICKTPOHHBIX COOOIIEHUH, KOTOPHIC PACIIPEACIAIOTCS B KOMIIBIOTEPHOU CETH.
OOBIYHO  DJNIEKTPOHHBIM  TOYTOBBIM  SAIMIMK  BBITJSAUT  CIACAYIOIIMM  00pa3oM:

UMs_TIOJIB30BaTENII(@UMSL_JOMEHA. Takke KpoMe Tepeaadyd MPOCTOTO0 TEKCTa, WUMEETCS
BO3MOHOCTb Tepe1aBaTh (Haitibl.

OcCHOBHBIE COBETHI O OE30MACHOM pabOTe ¢ IMEKTPOHHOM MOUYTOM:

1. Hamo BeIOpaTh mpaBUIIbHBIN MOYTOBBIN CepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecruUIaTHBIX TMOYTOBBIX CEPBHUCOB, OJIHAKO JIyYIll€ JOBEPSTh TEM, KOrO 3HAECllb U KTO
MIEPBBIA B PEUTHUHTE;



2. He yxka3piBail B JUYHOW MOYTE JUYHYIO MHpopmauuto. Hampumep, nydire BeIOpaTh
"My3bIKadbHBIN_(panat@" unum "pok2013" BmecTo "Temal3";

3. Ucnonp3yi ABYX3TAlHYI0 aBTOPU3ALMIO. DTO KOrJa MOMUMO Mapojis HY>KHO BBOIAUTH
KOJI, MPUChUIaEMBbIN 110 SMS;

4. BpiOepu cloxHBIM mapoib. JJIs KaXkaoro MOYTOBOTO SIIUKA JOJKEH OBITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Eciim ecTh BO3MOXKHOCTH HalMCcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HUCHOJIB3YH 3Ty
BO3MOYXHOCTb;

6. Hcnonp3yli HECKOJIBKO TOYTOBBIX SIIUMKOB. [lepBbId 171 4aCTHOM HEPENUCKHU C
agpecaTaMiy, KOTOPBIM Thl JIOBEpSCIIb. JTO JJIEKTPOHHBIA agpec HE HAJNO MCIOJIb30BATh
pU perucTpanuu Ha opyMax u caiTax;

7. He oTkpbiBaii Gaitsibl U Apyrue BIOXKEHHUS B TUChMAX, JIaXKe€ €CJIM OHU MPUILLIN OT TBOUX
npy3sei. Jlyunie yrouHu y HUX, OTHPABIISUIA JIM OHU TeOe 3TH Pailibl;

8. Ilocne okoH4YaHusi pabOTHI HA TTOYTOBOM CEPBHUCE Mepe]] 3aKPhITUEM BKIIAJIKK C CAUTOM
He 3a0y/b HaxaTh Ha "Beidtu".

KuoepOyJJIMHT HJIM BUPTVAJILHOE U31€BATEILCTBO
KI/I6Cp6y.HJII/IHF - Hp@CJ’IG}IOBaHI/IC COO6HICHI/I$IMI/I, CO,ZIep)KaHII/IMI/I OCKOp6JICHI/ISI, arpeccmo,

3alyruBaHue; XYJIUTAaHCTBO, COIMAIbHOE OOWKOTHPOBAHHE C TIOMOIINBIO Pa3IMUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOSPOYITMHTOM

1. He Opocatica B Ooii. Jlyummii crioco6: mocoBeTOBaThCs Kak ceOsi BECTH W, €CIM HET
TOT0, K KOMY MOKHO OOpaTUThCs, TO BHaYalle YCIIOKOUThCA. Eciii Thl HauHen b oTBeYaTh
OCKOpOJICHUSIMU Ha OCKOPOJIEHHSI, TO TOJBKO €11e OOJIBIIE Pa30kKKEIIb KOHPIIHKT;

2. Ynpapisai cBoel KubeppemyTaimei;

3. AHoHMMHOCTh B ceTd MHHMas. CyIIecTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He ctout BecTH XyJIWTaHCKUN o0Opa3 BUPTyaldbHOU Xu3HU. MHTEpHET DuKcupyeT Bce
TBOM JICHCTBUS U COXpPAHSET UX. Y TAJIUTh UX Oy/AeT KpaliHe 3aTPpYIHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii ennHUYHbIN HeraTuB. OQHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS JTyUIIe
urHopupoBath. OOBIYHO arpeccus MPeKpaIaeTcs Ha Ha4YaIbHON CTa/IHH;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COIMAIBHBIX
CETSIX €CTh BO3MOYKHOCTH OJIOKUPOBKU OTIPABKU COOOIIECHUH C ONPEACIICHHBIX aJIPECOB;

8. Ecmm Tb1 cBumerens kubepOymimHra. TBOWM MEHCTBUA: BBICTYIIUTH TPOTHUB
Ipeciie1IoBaTeNs, NoKa3aTh €EMY, YTO €T0 JIEHUCTBUS OLICHUBAKOTCS HEFATUBHO, IMOIEPKATh
KEPTBY, KOTOPOW HY)KHA TIICUXOJOTHYECKasi MOMOIIb, COOOIIUTH B3pOCIBIM O (akrte
arpecCUBHOTO MOBEJECHHUS B CETH.

MoOnabHbBIN TeJe(hoH
CoBpemMeHHbIe cMapTGOHBI W IUIAHIIETHl COJEp)KaT B ceOe BIOJHE B3POCIHBIN

(GyHKIMOHAJ, U TENeph OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITbIOTEPAMH.



OpmHako, CpeaCTB 3aMIUTHI IS TTOJTOOHBIX YCTPONCTB MOKAa OYCHBb Maslo. TecTUpoBaHUE U
MOKWCK YSA3BUMOCTEH B HUX MPOUCXOIUT HE TaK MHTCHCHBHO, Kak jisa 1K, To ke camoe
KacaeTcss 1 MOOMIIBHBIX TIPHIIOKCHHM.

CoBpemMeHHBIE MOOWIBHBIC Opay3ephl YK€ MPAKTUYECKH JOTHAJIN HACTOIBHBIC aHAJIOTH,
OJIHAKO paciivpeHre (yHKIMOHAIA BIEYET 3a COOON OOMBIIYIO CI0KHOCTh U MEHBIIYIO
3aIUIICHHOCTb.

Jlasieko He BCE MPOM3BOIUTEIIM BBHITYCKAIOT OOHOBJICHUS, 3aKpPHIBAIOIINE KPUTHYCCKUE
YSI3BUMOCTH JJISI CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIbHOTO TeledoHa:

Huyero He sBiseTcs mo-HacTOsAmEeMYy OecruiaTHBIM. Byab OCTOpOKeH, Beab Korjaa Tede
npeIararoT OeCIUIaTHRIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;
Jymaii, mpexxie ueM oTrpaBuTh SMS, ¢hoTo miu Buaeo. Thl TOUHO 3HACITB, TJI€ OHH OYayT
B KOHEYHOM UTOTE?

Heo0xomuMo 0OHOBIISATE OTICPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yit aHTHBUPYCHBIC MPOTPAMMBI JIJISI MOOMJIBHBIX TeJIe(POHOB;

He 3arpyxaii mpuiokeHHs OT HEM3BECTHOI'O HCTOYHHKA, BEJAb OHU MOTYT COJACPIKATh
BPEIOHOCHOE MTPOrPaMMHOE 0OeCIIeueHHIE;

[Tociie Toro Kak Thl BBHIMACIIb C cCalTa, TJ¢ BBOJAWI JUYHYIO HH(POpPMAIHIO, 3ahIu B
HACTpOWKHU Opay3epa u yaaim cookies;

[leproauuecku MpoBEpsIi, KaKue MIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;
JlaBaii cBOMt HOMEp MOOMIBHOTO Telle(pOHA TONBKO JIFOASIM, KOTOPBIX Thl 3HACHIb U KOMY
JIOBEPSICIIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MoJb3yenibcsi. He 3a0biBait mHOT 1A
IPOBEPSITH ITO.

Online urpol
CoBpeMEHHBIE OHJAWH-UTPBI - OTO KpacOYHbIE, 3aXBaThIBAIOIIME pPa3BJICUYCHUS,

OOBEIUHSIONINE COTHU THICSAY YEJIOBEK MO BceMy Mupy. Urpoku uccienyoT JaHHBIM UM
MUp, OOINAIOTCS JPYr C JPYrOM, BBITIOJHSAIOT 3aJaHUsi, CPaXKAIOTCI C MOHCTpAMU U
MOJIYYArOT OTBIT. 3@ YIOBOJILCTBUE OHU IJIATAT: MOKYHAIOT IUCK, OTUIAYMBAIOT A0OHEMEHT
WM IPUOOPETAIOT KaKne-TO OIIIUU.

Bce atm cpencrBa uayr Ha NOANEpKAHWE W PA3BUTHE WIPHL, a TaKXKE HaA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC MAaTYU
(g poBbIe 3aIIaTKA ISl TPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nomoOHBIX Wrpax CTOMT OMacaTbCsl HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KpaxKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3alUK OOJIBIINHCTBA UTP.
OcHOBHBIE COBETHI 110 OE30MTaCHOCTU TBOETO UTPOBOT0 aKKayHTA!

1. Ecnu apyroit urpok Beaet ceOs MmIoXo WM CO3AaeT Te0e HEMPUSTHOCTH, 3a0JI0KUPYM
€ro B CIIMCKE UTPOKOB;

2. Iloxamylicst aIMUHHACTPATOPAM UIPBI HA IIOXOE MOBEIEHUE 3TOT0 UTPOKA, KEIATEIbHO
MPUJIOKUTH KAKHE-TO IOKA3aTeNbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 1nuHyt0 nHGOpMAIKIO B Tpodaiisie Uurpbl;



4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranaBnuBail Heo(puIMaIbHbIE TATYU U MOJIBI;

6. Mconp3yi CII0KHBIE M pa3HbIE TAPOJIN;

7. Jlaxxe BO BpeMs HUIPbl HE CTOUT OTKJIIOYaTh aHTUBUpYyC. [Ioka Tbl urpaeub, TBOU
KOMIIBIOTEp MOT'YT 3apa3uTh.

OUINMHT WIH Kpaxka JJHYHbIX JAHHbIX
OObIYHOM Kpaxkeill JeHer U JOKYMEHTOB CEroJIHi YX€ HHUKOro HE YAMBHUIIb, HO C

Pa3BUTHEM WHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKA TEPEMECTWINCh B HHTEPHET, U
POJIOJKAIOT 3aHUMATHCS ""MTIOOUMBIM" JI€JIOM.

Tak mosiBUJIach HOBasi yrpos3a: MHTEPHET-MOUICHHUYECTBA WM (DUILMHT, TJIaBHAs LEIb
KOTOPOTO COCTOUT B MOJIYYEeHUH KOH(UIECHIMATBHBIX JaHHBIX MOJIb30BaTeNIel - JJOTUHOB
u naposeil. Ha anrnmiickom si3pike phishing untaercsa kak ¢umuar (ot fishing - poioHas
JIOBJIs, password - mapossb).

OcHoBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI oj03peBacliib, 4TO TBOSI aHKETa Oblja B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHUPOBATH €€ M COOOIIUTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak
MOKHO CKOpEe;

2. Vcnonw3yit GezonacHble BeO-CailThl, B TOM YHCII€, UHTEPHET-Mara3uHoOB U MOMCKOBBIX
CUCTEM;

3. Mcnonw3yil crnokHbIE W pa3Hble Mapoiid. Takum oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIUIEHHUKHU TIOJIy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY MpPO(MIII0 B CETH, a HE KO
BCEM;

4. Ecnu Tebst B3IOMaIH, TO HEOOXOJUMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBieHbl y T€OSI B APY3bsIX, O TOM, 4TO T€Os B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMEHU
OyZeT pacchbuIaThCsl CaM M CChUIKU Ha (DUIITMHTOBBIC CANTHI,

5. Ycranosu HanexHsbli napons (PIN) na MoOunbHbI Tenedon;

6. OTKITIIOYM coXpaHeHue mapoJs B Opaysepe;

7. He otkpeiBaii (paitsibl 1 ipyrue BIOKEHUS B TUChMAaX, TAXe €CJIM OHU MIPUIILIIN OT TBOUX
npy3eit. JIydiie yTouHu y HUX, OTIPABIISUINA JIX OHU TeOe 3TH (haitiIbl.

IHudpoBas penvranus
[udposas pemytanus - 3TO HETaTUBHAs WU TO3WUTHUBHAs WH(opmaius B cetu o Telde.

Kommpometupytomass uHopmaiusi, pa3MenieHHass B HHTEPHETE, MOXET CEPhE3HBIM
oOpa3oM OTpa3WThbcs Ha TBOEH peanmbHOW >ku3HU. "lludpoBas pemyramus" - 3TO TBOU
UMUK, KOTOPBIN (hopmupyercs u3 nHpopManmu o Tebe B HHTEPHETE.

TBoe MecTo KUTEThCTBA, YueObl, TBOE (DHHAHCOBOE TIOJIOKEHHE, OCOOCHHOCTH XapakTepa
1 pacckaszbl 0 OJIM3KUX - BCE ATO HAKAIIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICJIEHHO OTHOCSTCS K MyOJIMKAlUWMKU JUYHOM HHPOpMAlUU B
NutepHere, He MOHUMAasi BO3MOKHBIX MOCHEACTBUN. ThI J1a’ke HE CMOXEUIb JA0TagaThCs O



TOM, 4TO (oTorpadusi, pazMeleHHas 5 JeT Ha3aj, cTaja NPUYMHON O0TKa3a MPUHATH TEOs
Ha pabory.

KomMmmenTapuu, pazMenienne TBoux pororpaduii 1 Apyrue AeMCTBUS MOT'YT HE UCUE3HYTh
Jake MOCJe TOTO, KaK Thl UX yAaJUlIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty UH(OPMAIHIO,
norajia JIi OHa B TIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, A TJIABHOE: YTO MOAYMAIOT
0 Te0e OKpY’Karolue JIIOU, KOTOpble HAaWIyT U yBUAST 5T0. Halitn nndopmaimio MHOTO
JeT CHYCTS CMOXET JII0OOHW - Kak U3 J0OpbIX MOOYXIEHUH, TaK U C HaMepeHUEM
MPUYUHUTD BpeJ. ITO MOXKET ObITh KTO YTOJHO.

OcHOBHBIE COBETHI MO 3aIUTe HU(POBOU pernyTaruu:

1. Ilonymai, mpexzae 4yeM 4yTO-TO NyOJMKOBaTh M MepenaBaTth y ceOs B Ojore wid B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uisi yCTaHOBH OIpaHUYEHHs] HAa TPOCMOTP TBOEro Mpouis U ero
COJIEP’KUMOT0, C/AENIAN €ro TOJBKO "I1s Apy3eit'”;

3. He pa3memaii u He yka3biBail HHQOpPMaINIO, KOTOPas MOXKET KOro-Iubo OCKOpPOJISATh
WM OOMKATh.

ABTOPCKOE ITPABO
COBpeMCHHLIe IITKOJIBHUKHU - AaKTUBHBIC ITOJIB30BaATCIIN III/I(l)pOBOFO HpOCTpaHCTBa. OJIHaKO

JaJIeKO HE BCE 3HAIOT, YTO TOJb30BAHME MHOTUMH BO3MOXHOCTSMH LH(PPOBOrO MHUpa
TpeOyeT coOII0eHUS TPaB HAa MHTEIJIEKTYalbHYI0 COOCTBEHHOCTb.

Tepmun "WHTeIJIEKTyalbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HayuHasi C HOBBIX H300pETEHUH U 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha TPOJAYKTHl W YCIYIM, W 3aKaHuuBas KHUTaMH, QoTtorpadusmu,
KUHO(MUIBMAaMU U MY3bIKaJIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha MPOU3BEIACHUS
HAyKH, JUTEPATypbl U HUCKycCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBE TapaHTUU
TOT0, YTO WHTEJIEKTYalbHBII/TBOPUECKHUI TPy aBTOpa HE OyJeT HAIpacHBIM, JTaCT eMY
CIIpaBe/JIMBBIE BO3MOXXHOCTH 3apaboTaTh Ha pe3yiabTaTaxX CBOETO TPy/Ad, MOIYYUTh
U3BECTHOCTh W Tpu3HaHue. Hukto Oe3 paspelieHrs aBTOpa HE MOXKET BOCHPOU3BOJUTH
€ro TMpOM3BEIEHUE, pACIPOCTPaHATh, MYyOJWYHO JIEMOHCTPUPOBATH, TMPOJABATH,
UMIIOPTUPOBATh, IYCKATh B MPOKAT, MyOJWYHO HUCIOJHATH, MOKA3bIBATH/MCIIOIHATH B
sa¢upe wim pasmemars B UHTepHETE.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOTO OOECIICYSHHS] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO YCTPOWCTBA, TJIe
YCTAaHOBJIEHAa HeJeraibHas mnporpamma. He crouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT
JeranbHble U O€CIUIATHBIE MPOTPAMMBbI, KOTOPBIE MOKHO HANTH B CETH.

O nopraJe
CereBuyok.p) - TBOW TJABHBIM COBETYMK B CETH. 37eCh Thl MOXEIIb Y3HAaTh O

0€e30MacHOCTH B CETH TMOHATHBIM M JIOCTYIHBIM SI3bIKOM, a MpPHU BO3HUKHOBEHHUHU
KPUTUYECKON CUTYyall OOPATUTHCS 32 COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpCax
U CTaTh CaMbIM LU(PPOBBIM T'PAKIAHUHOM !



